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Systems and Security Controls Assessment
Introduction
The information systems and security controls of a company are an essential part of the company as it ensures that the sensitive information of the company is more secure. Companies therefore strive to ensure that they manage the information security systems in a proper way in order to avoid the loss of critical information. The assessment of this information system involves the identification, authentication and authorization (Layton, 2016) of the system in order to establish the vulnerable areas that the company should be able to fix. There are also certain practices that the company should be able to observe in order to evaluate the information systems and security controls that they have. These practices are critical as they ensure that all the areas regarding the system are checked and the potential vulnerabilities are exposed. The exposure therefore saves the company from huge losses as a result of the system being penetrated by unauthorized persons.
Identification
Identification in information systems and security controls simply implies the process of pointing out the areas that the system may be vulnerable to attacks and the area that the security system is enhanced. The identification process ensures that the system is analyzed in order for its strengths and weakness to be detected (Layton, 2016). This will ensure that appropriate measures are put in place in order to improve more on the security of the information of the company and also to cover the loopholes that may be present. The process involves developing testing procedures that are important for the identification of the weak areas. This will involve conducting tests to ascertain the level of security control that the system has. Also, identification deals with a procedure of ensuring that the subject that is being evaluated is the same entity that it claims to be. This may be in the identification of a user name that is being used by a particular individual in the company. The process will seek to establish that the user names that are present are the real ones and that they exist to serve the purpose for which they were created. This is an important part of the assessment of the information system and security controls.
Authentication
Another critical aspect of information system and security is that of authentication. This is a process that involves the determination of the legality of the control systems that have been put in place by the company. The authentication procedure involves analyzing such things as the passwords and pins that are used to control the level of access of information (Thomas & Galligher, 2018). The authentication of these passwords and pins goes a long way in confirming whether they are the ones that are legitimately provided by the company or the ones which have been infiltrated into the system in order to serve selfish purposes. There is also the need to authenticate the whole information system and security controls in order to establish if the system is of the required standards. This will be done in order to avoid the installation of a system that does not meet the required standards and which is bound to fail from time to time (Layton 2016).
Authorization
Authorization in the assessment of the information systems which involves controlling the access of the information that is contained in the system. This is a procedure that is done to ensure that only those people who have been given clearance to access the information are able to. Authorization prevents any unauthorized persons from gaining access to the information. The process of authorization will also limit the kind of activities that can be done by a user. Companies design the authorization part in order to limit actions such as the deletion of files by the users of the system. This will assist the company to know of the activities that takes place in the system. This will also enhance the level of security of the information that is contained in the system.
Access Control List
In undertaking the assessment of the company’s information system and security controls, I will ensure that I utilize the windows ACL. The access control list or ACL, as it is commonly referred to, is a list of permissions that are normally attached to a specific subject (Knowles et al., 2015). The list ensures that there are specific people that are granted access to the information system together with the kind of operations that they are expected to perform. The control list provides for entries in the system which are specifically described or identified. The security of the access control list can either be in DACL which is the discretionary access control list or SACL which is the system access control list (Thomas & Galligher, 2018). The windows access control list will be very vital for me as I will be able to evaluate the use of these controls by the respective persons. The purpose of this will be to ensure that the access of the information can only be done by the specific people that have been granted the access and that no any other person can gain entry into the system. This is an important part of checking the level of security of the system. The access control list will also generate a report on the log in attempts that may have been made by other people and if the system was able to be penetrated. The access control list will also be of beneficial to the company as it is able to check on the level of access and report the same. When a particular person tries to access the system, the access control list performs a check to determine whether the person has been granted access and will only allow so if it is true (Knowles et al., 2015). The person will be denied access once the control list establishes that he did not have the rights and any attempts to log in will fail. Therefore, I will ensure that I sue the access control list in order to strengthen the security of the information system of the company.
Practices for Managing Windows and Application Vulnerabilities
There are certain practices that are important in the management of the windows and applications vulnerabilities. These practices ensure that the company is able to prevent the windows and applications that it has from attacks that may be carried out by website attackers (Shameli-Sendi, Aghababaei-Barzegar & Cheriet 2016).
The first practice is to carry out the inventory of the system. Companies should ensure that they take stock of the information system and security controls that they have in order to assess the kind of vulnerabilities that may be linked to them. The vulnerability information is always provided in the outside world and thus tacking stock of the system will ensure that the company is able to know of the vulnerability issues that they may be facing.
Another good practice is that of assigning risk levels to the system. This is the process of giving priority to the riskier areas in order to prevent the huge loss that may be occasioned by the occurrence of the vulnerability issue. It is therefore important for the company to ensure that they analyze the vulnerabilities that the information system faces and identify those that they deem to be more risky. This will give them the chance to concentrate more on covering the risks and this will prevent the company from suffering big as a result of exploitation of system vulnerabilities.
The company should ensure that they keep up with the manufacturer of the system in terms of time to time updates. This is important as there are several updates that may be produced in order to deal with the vulnerabilities that the system faces. The company will therefore be able to know of the updates that will be available to enhance the security of its information.
There is also the practice of consolidating the versions of the system and applications used. There might be many versions of the systems and therefore it is important that the company consolidate all this in order to better deal with any form of vulnerability. The company is able to deal with one version and thus able to keep track of the vulnerabilities that it may face and offer timely solutions.
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